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(57) Abstract: An interface block 
(11) converts the format of received 
downstream data (STRM). On receiving the 
format-converted data (DIF), a CPU (12) 
executes the MAC function. On receiving 
TEK processing data (DTEK) obtained from 
the data (DIP), a TEK processing block (13) 
analyzes the data structure and, according to 
the analysis result, decodes the data. 
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^o/hSEgi-r-So CPU (12) 

(i:7;j- — -7'y hSffi$*lfc-T — -9 
(DIF) ^Sltr. MAC«fl6* 

s^s-rSo ^fcTEK5as:^p 
(13) i4x— ^ (D I F) *^e>i#e) 

ttfcTEK«ia-T-4t (DTEK) $ 
sit. -tCDT^— -?«iS<0»«f*fTl^. 
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a Access Control) ^mtmt^s al^l*. aHiT^-'$» V-i: LX 

MAC^g3lt<D— LT, MCNS (Multimedia Cable Network Systems par 
tners ) tl^o^m<0^—-^)\^it^ly—^^^—'^f^'^^^*^^('>'*^'^'^^'^~- 

DOCS I S (Data Over Cable Service Interface Specifications) 
^-r-So •?•a)if^ffllCOL^T^d:. Tl^aroC a b I e L a b s (Cable Television L 
aboratories Inc.) *<««tLr l^'5tt1$# TData-Over-Cable Service Interfac 
e Specif icat I onsj (D TRadio Frequency Interface Specification SP-RFIv1.1 
-1 06-001 21 5 J lC|B^$*L-C^^^o 

^«^;KTL^'S)o Ty:^[RlJi^i(*iki^fi*J)£^'^^^^(c®^i^•v:^;^^^KI»*<*^Jy ^ 
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DOCSIS MACltatl*. -r— 9— ^^-y h[Cj:"S I PjHIt(7)MfDtt^^ 
to^fcto. S5ti:6*Jlc-r— 9— KiHii:PI^<0«at$*LTt^'5*^ DOCS 

W^-St^-' Sr^^jg^^JUfLfc^lz. 5>^T'ft5Cli:*<j& 

T^-fSi^A^^^^-cfcy. DOCS I s:^^r=iiLTtt. ^(DmrnttrntK *h 

(DC a b I e L a b s *^ bidi ^;Kfctt^# TData-Over-Cable Service Interfac 
e Specif Icat ions J (D TBaseiine Privacy Plus Interface Specifications SP- 
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BPI+ -I06-001215J [Cia^$*tTL^€>o 

MACmf!^0-t^n.i)^^mmit. Baseline privacy tl^L^. BPKM (Base 
line Privacy key Management) tmt^^'::^^ )\^^j^mir^o BPKMt?li. 

-tTtP-SAuthorlzation Keyt. HI^ICt^— 5» <Z)B§^1k*5cfcl>*^-^1b!z1$ffl-r'S D 
ESBg^^- (Traffic Encryption Key. T E K i: In a P9>S^) ti^5^m^(Dm. 

4sB^^SI*RSA^gaii:^ii:T?ie-^1b$*tt=Authorlzation Key$-glt«iy. R 
SA^IB^^fflt^T. c:(;)Authorization Key^^-^-r-So ^iHl^. l?#Lf=Autho 
r ization KeyA^ b T E Kt^m-^-lkAi^^ijE^^T ^ < oAnojMS^^ST t e Kt^— 

nUOo ZC-^, Authorization KeytD^-^lb^froRSABi-^CDm-^iiaS-V'. T 

MAC^filli, 3lffl3^P-tr':/-9- (CPU) t:mi^xmm-t^z:tfi<-mmxh 

^ p,^^ CPU xitmmo±mm'S:mm-r^ c i: liStoTSHicj&oTiN 
-So z.(ofcisb. MAci^m^±xmm-r^mm^mf&-r^tztbizit. 
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:7x— X-:?P'V'><»:s ItllBTy :^IrI7'— ^^ItTM a C (Media Acce 
88 Control) Wtm^&mm-t^CPUt. |(llBTy:^[^T^— S'*^t)^#t>tttrTEK 
(Traffic Encryption Key) ^Sf^— ^^Slt^ ^(D-r— <iata)<»«f^fTUN. 

c;h.i3j:y, MAc^ti*ll^J■r'i>tc46a)^^^!!S</)5*>> tekMx— 

a£tMPEGliatlcJlft3a:*;KfcMAC (Media Access Control) m^t^^^ 
L> MAC#at*lto-T— ^Tf&'SMAC-r— ^<Z)'i^S33<fet^Sl*$5^"^MAC 

xt^- h-ff ^t^-'S' ^fcb*-r '5)*ii^^sffi^:^p 'V <i: . T E Kmm^-^ 4^(ob§^ 

»:/<7l*. T EK^St^— -^i^JCDMP EG^tit(7)^':/^*trfe'SMP EG^-y^'^fi? 
:BfL. MAC-r— ^(Diaa^S^-^MAC-r— ^liSii-^. fcdcl^M A C:7 U— A 
(Z)$feffl/U h<4a$5^-rMAC^— $»5felH4a<i#^tll*"r§MPEG^*y^» 
m-^uv^t. tillBMACT^— "^t iiaiE# J: I^M A C 7^— $1 5feBl^a<i-^ * A 

MAC#at(0'^':/^'^fc'5MAC'S«y^4^(D*fe5i'S^:;^*JJ<fei;^MACM 
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M (MAC Management Message) ^mH©^ -r — KfcoL>TXT— Mt^* 
C M M ^ W #1SE t" -5 i: # M A C M M ^ fl) feg ^ M A C M M ^ ^ 

If ^^*-rj£9S^ hit ^•T--$' ^tb ^IfeSi'^ *y ^*1^«t:?p t , 

mtSM A C MM'S ^^iag-tftaiT^— ^ ^gltr M A C M M'N »y ^*<Z>^ :7 >( -;U K 

hlf^-r— ^$a3*'^'5MACMM'^':;^fll*f:^P'y^ ir^ii^. •SftlSMAC^ 

^ ^glt. MAC^'y^*4'<Dft£3S^*y^fccJ:tXM ACMM^ 

^7E)«^-rMACMM^*y^(0XT— hlt^t^SlZLT, frlBMAC:^T— hit 

L. t&aHMAC-x— 'S»<4S<a-^fc«i:t/MAC7^— ^3feli1iM^^a*i-^a)A< 

mUMAC^^y^mm:^O^y<7[t. HCS5^X'V<7lZj:oT. MAC 

>7f*, MAC^^y^O)* (DMAC-r— ^fiS-^^'f'^-f — ^H^a)^x'y>7$^^-5 4i 
(D-^&y. ^iB^x^V^^, ttllBMACT^— '$»5felHiSM#*#!liLrMAC:7 

*L^^o fc-StMi, ttrlEMAC'>^'y^lB*f:?P':'^f*. HCS^x'y>;l=AP^r. 
MAC:7U— A:g^x*:;<7i3J:t;S£?g'V'y^:^^X'y'^fZj:oT, MAC^^v^ 
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LL^o 

^^_^§^[lg(^XMACMM^'y5^a)::7-f — ;uK$-5=-x«/<57 macmm(D 

m-T^hhrn-^. MACMM^»;;^*IC^yA^fe>§)i:^IS6L. ^(OeSfrlEM A CM 

^^t^^it^^Xl^i3:l^Ui^t^mm L, T E K5QS-x-^ An t> T E K-r^—- $» 

'Sfci^X^ T E KRB^T^-'S» ^ttUJ L. tttiJ Lt- T E KM-^^-^ 
LTx ^a6^J$LTUNtc^iS(0TEK7^— ^(D't'A^t). ^t-^ClfflUN-S T E Kt^— 

J?fe-r'5:^7^*:':^i:. CPUfCcfeoT, ItrSST y:&lRl7^-^ ^SrtTMA C (Medi 
a Access Control) m^'&mMt ^T.n' '■v'^ t . T E L^iST^P ♦y^I^^oT. 
fJiBTy^I^il'r— $1 ANt>#b:|xfcT EK (Traffic Encryption Key) ifflS-x— ^ 

5 T E K -T- :^ i: SIS f= t (0 "e fe o 

^LT. 1tFfB3fs^BJI='eg-5-ri?^JU5R^I^®iif«J^:^^l^fclt§TEK«aax 
T-*:/":^!*. T EK^iaSTr— ^(D*(DMP EG^atibMP EG^iatlcSfti^^jK^- 
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MAC (Media Access Control) 1ia&t$fi*«fL, M A Cliag*1#Ox— ^"tffe 

^L-C> ltliS#jtP^X-r-y::^li, T E K^iQST'— (DM p E G^ijt(D^'y 
-efe^MP EG>^*V^*l!S*f MAC-r— ^(D<i^^5?-rMACx— ^i-ISLMii 
i3J:i;MAC7U-Aa)5fe^/U KiSg^^f M A Ct^-^i $fe^feg«#^ 
^Rfc-T'SMPEG^^y^PftfXT^'yT^'i:. KriaMAC7*-'$»ii«1i#fc*t;MA 

Q ^_ ^ 5fep.'|iMii-l- ^ffltN, MACli3tCD^*y^*-^?fe-S)MAC^'y^**<7)S£3S 
'^'yyfccfcli^MA CMM (MAC Management Message) ^Kli^cD^-f — ;u K(c 
ol^'tX■T— hit ^SSiS-r -5 1 i: t ic, T E KMa-r— ^ l::t£3S^»v ^ *«#?E 

E K^iaS-r— $1 |-M A CMM^'y ^'A^^^i"-?) t #M A CMM^»y^a>i4M^* 
"TMACMM^^v ^iiLm^^f—'^ ^±J$.ir^M AC^v ^'fiStJf :^<!: . flu 
IBlfeSS^ 'V ^Mlt^T^-'S' itr teSi^ ^o^y — ;u K$5^ x l . 

-^'^^6?*!:^^*^:^^. MACMM'V^V^iag'li^-X— ^^SltTMACMM^ 
y^'O^y -(—)\^ K$5=-x 'V-i? L> M A CMM^»y y<DX-T— h1t^^5^"^M A 
CMM>S':/^Xt— hlf^^— ^^^JiK-r^MACMM'^'y^iSWXT^^y^-i:^ 
fll^s taiBMAC»^'y^«l«fXT-*y::^lcfct^-C¥iJBTLfc. M A C'^':;^cj3®S£3i 
^•y^*5J:tJfMACMM^'y^Jsl5l'a)#:7-r~;U KOXtt— hlt^t, frlB*53g 
^ V ^T.'r— hlt^T^— ^ Tb^^-r^Si^ *y H^f *5<i:tXmi5M A C 

MM^y^X-r— hlt^-r— ^*^^'^MACMM'N'y ^(7)X-T— hltM^^SC: 

@ 1 it^^^n^o—mmmizu^'r^^^j^Mi^i^mmum'^Momfti^yri-ry 
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m 5 liTH'f >^ "7 — ;U K^-^tJM PEG -r— ^ 0)37 :J— -7 »v h ^^-^^T?* 

g| 8 I* H C S 5=- X ^ m^^CO M A C y <^ai^5£ ^Iftlfl-r § fc toO) st- 

g|l 1 ttJfeSS^'y^O)— #IJ (Downstream Privacy) h^^^-^S"^ 
11 1 2l*3f:f§B^(D-||]!ifeJI^SlZ^'SMACMM'^'y^*iS^JfCD;^i^-hTv>r' 
gl 1 3 l±M A C M ^(D 7 :j- — "7 h fe-S o 

KU— A^— ^ s TRM^A;'3<i: U. CPU i 2-^3t^fci^>(c 
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D I F^iJt-r^-f "7x— X-^P^IZ-J?, 1 2l*CPU>r '7X— X-T 

— ^ D I F$CPU/<X1 5^^LrSlt> MAC (Media Access Control) ^ 
mt:mm-t^CPU. 1 4[*CPU/^;^1 s^^l-ccpui ztf—'^co-^^) 

7^— ^ RT EKi: LTffi*-r^T EKi!aa-:?P'i/^"efeSo T E K^S^f P -i? 
1 3 1*. TBKmmir—^DTEK<OmB.m^^ni\ ilMT E KftiffiT*— D 
DTKfc<fci;MACX5"-h1t#7^— $« STMC^m*li-'5*ijtf!^^::^P'V<7 2 
Ot> jgMT EKMS-r—^ D D T KirMAC^T— hlf^-T — ^ S TMC^ffl 

l^■c> ilMT E k«ist^—' $» DDT Kici3ft^Bt^^kfl)5&iia>*iJBij> ^-^iiasfc 

^P-:;-^ 3 Oi:^^i^Tl^'5o T EKM:?P'y^ 1 3*^P>ai*^?*L/j:T EK^ 
Sl^m^^— -S^RTEKI*, T^—^ifBlt^Mi 4(::A*$^^o 

ZC-e. MACX5^— Hlf^5^— ^STMCI*. T E KMSt^— ^ D T E Ki+i 

©MP EG^a£lcJffi«>a*ttt=. h'^— 'i7M31fflO)-9-:?U-r'Vt?fc«»MAC 
^at^^OT^— ^ (MAC-T— ^) (D^*^fcJ:t^itil***'^*fl>"Cfe'So 
MT EK^ftS-r— ^ D D T Kli. M A CXt— h*lt#-T— ^ S T M C (t^Felfi^JlC 
^FS^It-Sfcifel-. TEK^IBSt^— ^DTEK$-0*fcl±1 <? H <7 \>J.±mm^ 
■^tz'tO-^&^o $P>I-. CPU'TV^'— :7x— x-r— ^D I Fl*. ^-^^Xh 

5R^(^l®li9J^^Si f*9fl)-f>^— 3?x— x:^p^y^ 1 iicg|§„ :7x 

— X:^P*:/^ 1 1 Ii^'t7l/X hU— At^—' $»STRMfl)':7:*— ^'V h^^^L, 
CPU'T — :7x--Xx— ^ D I Ft Lrm^-r-So CPU 1 2I*CPU/<X 
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1 S^^LTCP U-<>^— ■7X— Xx— ^ D I F^gltT. "X— ^IBIt^Sl 

CPU 1 2*^t>CPU/<X1 5$^^LTTEK^S:3^0':;^ 1 3.lCj||e>^'5„ 

■fliat^^^fP^V'J? 2 0A<. TEKftiS-r— ^ DTEKlCfctt-SMPEG^att 
MPEG1iatlcSi^>^x^;^^Tl^'&MAC#it.>:(Dm3tM«f^^Tao 1tjtfS^-::J^P 

2 OA^t)dl:fcl$jKfc>lIETEKi![lST^— ^ DDT Kfcc):i;MACXT---h'J» 

E K mm'r— "$1 D D T K C= 33 It . 7^— <D^^14«SI<0f= fe-tZ > ^ — 
DES (Data Encryption Standard) lz^^)V^mt^^tz'f—'^lZ'Dl^xm^^ 
S^frUV -T— $»IH1t^Sl 4lCTEK«ftSI|gS-T— ^RTEK^ai^-r-So ^ 
3Sffi3!}f:5^P-y^ 2 0 t^^-^nv<7 3 Olzfclt-S^iaSiCP^ffllcoLNt:!*, ^i^-T 

§ o 

^<Di5 1 A. if *^ PI c J: a tmrnrnw-^^mizfi^^m y is u^fr-r c i: fc j= o 

tjitS. TEKiiaS-T— ^DTEK*CPU/<;^1 5 An T E K«IS:^P 1 

3(zM'§)/^:'^=&5R:^lRll-t"'5Ci:(c«koT> T E K^EScO-SP^C P U 1 2CCJ: 

KiiaS^P'V'i;! 3(Z1SJS> H!fc#fcJ:i;fiJ^x— '$i=^3§l'S>Ci:lcJ;or. CPU 
SCOiS^m^Trf -SCtA^tJ^-S^i:**!-. C P U^SStO^^-lb^S^ C 
i:A<Rr«Uw'5:'5o ^»^7>X h 'J— A-r— ^ S T RMtDA^/^Xi:. 

— -^x— x:^p 'y^? 1 1 *>bCPU/<:^i 5^a)C P u-f^^— ■7x— x-r— ^ 

D I F(D/^x$. ^^^Jti^:^mi^-t^z.tiz^':>x. Mij[^mmmmii^'S!mt 
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^MPEG'^v.y^^fi?;^! MP EG1iJt;{)^t)MAC^iat$tfe#aJL, MACt^ 

— ^ <7)-x— ^ iiMS^'^M A c-r — ^ PMC, mac:? U— A(D5fe^/^ 
«f:?^P-y^T*fe'g)o MP EG^*:/^«?^:?P':/e7 2 1 (i, t ek^jjiSt^— $t d t 

E K*jl@$-ti-T#fc)lST E K9BM-T—'^ D D T K tt^lZ^ C:*l(C^i)M A 

c .$1 p M c fc J: i;m A c -r — ^ ifemaMM-^ L p m c $ a *i-r o 

2 2(*M AC-r— Si-iifill-^PMCfccfcl/M ACt^— '$'5fesHiLS<I-^LPMC 
^A*i:Ls MAdiag^Wr-SMACT^— '§»*(D'\'y^*g|5^^ (MAC^^y^) 
4«<D. t69i^'y^tM A CMM (MAC Management Message) '^»:/^lslH<DS5^C:: 
ou^TfS«f ^friv -f — ;u K(D:^7=— hit ffi-r^»:t)*,7^— $» oSi^^fiJiff-r 
^MAC^y^m^zfny^'^:&^o *fcMAC^»y^^l?«f:?P 2 2f*, 51 

^•rW:3i'^':/^<&M1*M7^— ^ P EH^ffi^L. A^o, 51ilT E K«lS-x— $1 D 

D T KlZMACMM^'y$''A<#S"^'5i:#, M A CMM^'V ^*a)'|iM^*'^M A 

c M M ^Mif ^7^— ^ p M M $ aa ^ o 

3i'>^'y^;^-r— hlfffi-r— a«STEH^m*-r'5S£5i'^»v^l»«f3fP'y^. 2 4 
(iMACMM'^'y^'taS'lf^'r— ^ PMM^SItX, MACMM^^y^fl)i5l*f* 
^T-tV MA CMM'N'^/^'CCX^— Klf^-r^Pt3*>tfeSs Sl^^^^-TMACMM'v 
hlt^-r— ^ S TMM^tb^-r-SMACMM^'y^^^f^fP^y^tJfc 

S o 

-eUT, MAC^»:/^»*f:^P*:'^ 2 2li, J£3S'^*:;^Xt— hlf^-r— ^ S 
T E H <fe M A C M M ^ »:/ ^ X -T— h If « S T M M * g It , . M A C ^ * ® 

J£5S^'y^fc<fcU^MACMM^»y^*mHa):7-f — ;u Koxt— hlt^t, 
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V ^X-r- hit ®-7^-^ S T E H*<5t^Kj3S^»y ^©Xx— h'ltai3«i:i;M A C 
MM^'V^Xt— hlt^S TMM;{)«^-rMACMM^'y^a)XT— hlt^il^S 

#^S;K^:?P'V'J7 2 1 ~2 4(Di!]'f^lcoLAT. b i::P*iafc|jiB^-r -So 

<MP EG^'y^i??«f> 

MP EG'S'y^fSiJf'^P'y^ 2 1 I*, TEK^IBSt^— ^DTEK*a>MPEG 

/\»v^^fi|*Jf"^§CltICckoT. MP EGliitA^t»MAC4iat$te#ttS^o 

MPEG'^»y^*co#:7<— ;uK^^J^5=-x':/^L, #:7^— ;uKOt^— 

SSttMP EG^'V^fil#f"^P'y^ 2 1 \ZlB\-i^lJ^^^G^^V^WSi(J>'^'r— 
V^iy^y^TTC^W^^^o Sfclll4l*MPEG's»y^<7)-7;J— -^^'V 
fe-So glSlCt^&oT. MPEG^»;/^fil«flCfcMti)^S(D»^mBJ-r'So 

ri DLEj -e&y. TEKiaa-r— -siDTEKfc^y^^fc^ii^i*. x-r 

— h$ TERRJ ic-r-g), 

r I DLEJ Tfe'Si:^, TEKMSt^— ^DTEK(C#*;K-&/^ 

(SI 1) o -eLTs /^^T':/ hi^i/^*<MP EG-7 Aa)5feli$^L^=i:#. 
MPEG-r— ^<D5tBS7^— ^35:t>*)®4lc*-rMPEG/<>r'y Ki/^^/^-T 
(sync byte ) CDfiS;!)^ "0x4 7" T^fc-Sib^. 7.7^— rs 1 j ic 
(SI 2) „ —-n. TeRRJ (C-T-So 

^^_|.;F,t rs 1 J gl4lc^-rTE I (Transport Error Indica 

tor ) =f—^(I>m.t^ "O X O" -efey (S 1 3) . El4fC5^-rP I D (Pr 

ogram ID) a)±.1i5 tf^y h(Dfii*< "0x1 F" "Cfci) (S 14) t ;^-t— h 
i£ rs 2J (CL. ^ai^'tCL'^ir^liX^— FeRRJ Cl-T-So TE I "t— ■§» 
(* M P E G ^at Iw^ y fe -5 $ ^"T =fc ® fe y . my iTIEttiS^ JiD ^ 
;K'5o P I DliDOCS I Stt^COMAC^U— A^iK^H'T^MPEGT^ 

7^^—\-t^ rs 2 J ijfc'Si:^. p I D<z)T<i8 tf':/ Ka)fi*^ "o X FE" -e 
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fc-SJi^tt. 7.7— rssj'rcL. •?■3•eJS:t^t#^±XT— terrj 
iz-f^ (s 1 5) o ^LTx^— h*^ rs 3j m4-iz^f h^:^x 

|.X'j7 7>:?;U=i> hP— ^ (Transport scrambling control) ©fll 

At "0x0" -e&y. S4rw^-rT^>''T— '>a>:7-f— ;^K=l>^p— 
;^^_^ (Adaptation field control) <OiiA< "0x1" t?ife§t^^ ^-r— h 
^ rs4j ICL. •t^tf^i:l^t#l*X■T— FERRJ IZ-T^ (SI 6) „ h 

cs I sffl:7^'-;uKiijy^T=i>hP— a«"t?fc-So 

rs4j T?fe'l)li-&> |il4lz^i-PUS I (payload unit start i 
ndicator) a)fltA<"0x1" (Dt^. tH'T Iz-Ji I? -f —JU KA^^^E-T^ tfiJW L> 
^^^^^ rpo I NTERJ (Cf ^ (S 1 7) „ ^0-Q^J:l^t^it. 77"— h 
$ rMAC_FRMj iC-r-So PUS II*MP EG-r— ^l-MAC-T— ^<7)5feli 

tm^'t^ti^iSii^^^irijCD-^tsb^o dc-c?. tH-t >^ ^^-r— ;u Kl*s mac-t 

^^--|.;F)< rMAC_FRMj t?fc§t#. MPBG/^^y h^^ 
— ^*<3K*t'5*-e>^-7^— h^^i^L (S 1 8) , MPEG/^^»V l-'>><7yW h 
7^— A^O. -f-fl^fiiA^ "0x4 7" (SI 2) . 77— 

rsu fcL. TeRRJ iz-^^o 

—-^^ TeRRJ t?&-5)t#. /^>r-> Wi/>^A^MPEG7^— ^(D 

5fe5i^^'r*T'Xx-h^#l#L (SI 9) . y^^T'y h'»^*«MPEG7^— ^ 
(0$feli$^Lfci:#, MP EG/^-y^y hi^>^/^^ h-r— "0x4 7" 

-efc^ii^izii, XT— rsu i=L (SI 2) , ^vx^Ui^t^it^T— 

p M cfc j:t;M a CT^—^tiM-^p M cfl>±fife*/^I=o^,^•cl^^B«■r^o s 5 r± 

tH'T >^ ;u K^^trMP EG-r— ^(K*":?:*-— T>:/ K^^gE^&fi^ilc^-rgi-efc 

y , SSlC^-r.fea'SpMP EG-r— ^l*T EKiiaST^— ^ □ T EK|C#*4xTI^ 
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las-ei*. MPEG^*v^i::fcit^pus I (Dmt^ "0x1" -^fcy. 7H-r> 

^jro-CL^-So dttli. 7H-r>^i37^— ;uKa>^^(c. -(Z)mac:7U— A (MAC 
Frame #1) (D^y <Z)-r— •$» A^M/^-C h#^L. -e<D3^*^^5^rfc'feM A C U— A 

(MAC Frame #2) C t LTL>^o LfrTb^oT, tH-T -f— ;U K 

(t)<iM*^e>. A<D5feM/W h'tim^^tiJ-r'5C^7b«prtglc:'S:'5o 

-rtd:t>-lE>. >^T— h*< rpo I NTERJ -efc^-T— ^A^TH-O^I^-f— -;i/K 

K*'!7>^IcJ:-pT, X-r— hA^ Tpo I N T ERJ V^^^W:-tUt>''E>7\^^ > 

A<MAc-7u— Afl)3tra/W wtas-efe^t^iSi-r^o z*Lizd:y, mac-t— 

^ ^fesHi^ii-^ L p M c i> o 

XT— h*^ rMAC_FRMj -Tffe^FelCDT— §»l*MAC^iat-efe-§>C: 
^;bxP,. Z;|x(CJBfeoT. MA C-r— ^iiSil-^PMC^^jfr'So H5-ei*. M 
PEG T— ^ i: . M A Cx— ^ 5fe^<iM<t# L P M c j|3<klXM A C T— ^ ^StM^l 
P M C t ©11^ ^iS^Md^t L r l> o 

DTEK*0^fcl*1 <7n^y<7\sJL±mm^-\tX. MST E K«iS-T— ^ D D T K 

MP EGiijt(D«^^tgic-3t^T. TB iT'-^izn-r^mis^misj;. 

t/=^^«^*'!7>^l£iSIt'g)f£lt-C'tj:< > MPEG^jtT— (1 8 

$*'t7> K^-SMPEG:?!^— AS^-^V^^iaJt. TElT— ^A«X^— 
L■CL^35:L^JS^•X?4,, ^<0M P E G#ag(D5fera-X— ^ ^7?a>M P E Gltag-r 

— 8 8-e3&:t>ii^l*. ^cDMPEG^aittx^— •^fc^ir^J^f-r-S^fig 
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MAC^V^^mmyo^:^^ 2 2(4, iiSTEK^Sx— -$« DDTK<D4><DMA 
mit riDLEj -efey, MACtiitlcmyA^fe-Slinli^'r— l-^ TERRJ 

xt^-— KA< r I D LEj -^fc-st^, mact^— ^^fesHas^i-l-LPMcA^ 

(Zf-S (S2 1) o ZZX'. XT— h*< TfCJ T-feSt^CDMACv-y^tt, 
FC (Field Control ) t— '^'tJfey. M A Ct^— ■$! 0)^0^^, MAC-x— -S»(D 

rpcj FCx— '§»0)fll$fK«f-r'S (S2 2) o 

TFC-r— ^OOfllA^ S YNC-r— ^^^-rii^tt^T— h$ rpARM_Tj 
fCL (S2 2A) , M A CMM^5^-rii-Hl4:^-T— h$ rpARM_Mj L 
(S2 2B) . PacketPDU^^-^li^fi^-f— rpARM_Dj izir^ 
(S2 2C) o FCt*— ^a)(i7&<0 X f f-Cfey, MP EG#ift7^— 

^5— T^-^-^fe-SSTU F F/U h$*-rii^l4^T— (S 2 2 
D) ^ FCt'— a»A<^jKJ2l^1-<Dli^(±XT— TERRJ l^-T^ (S 2 2 E) „ 

— ^^iBai-r-SfctoaJMAcmit-efey. macmmi*. -tr>^— ^mfiiJA^t)2l 

m^^^, MAc<Dmmizmi^^^mmy}mx'f-'^'(>mm9!kmiz^^i3:¥-'^ 

tj:^=^mm-^^fcisb<0MAcm7tXi&^). PacketPDUli, ii^OEifc^-x— ^ ^ 

^it-r -5 too) M A c liife fe o 
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*t=. FCx— ^f-#^Jh.fcEHDR_ON(DfiANP). M A C-r— ^ it»a>JK3i 

rp ARM_TJ rpARM_Mj F R A RM_D J "^fe-S #s 
;^^_|.^ rLEN_Hj iZ-r^o ;^T— h*« rLEN_Hj t?fe-5i:#. J^T" 
— rLEN_Lj iZir^o X-r— h*< rLEN_Lj V^^t^. EHDR 
_ON(DfilA^bi3£3i'\'y^CD^»l^flJP^-r'S (S23) o *y ^A^^^t-'S 

i:#ttXTr— K$ fEHDRj IZL, ^ d -e^fl^t ^I*Xt— h ^ rHCS_ 
HJ iZ-t^o 

^^-.[.fii FEHDRJ -Vib^mmits *£3S'^-y^(DiiaT-fe'5fcto. i^^^ 

»:/^*<ig1flS-T-'$' PEH^^fiKL. Ztt^ilMTEK^lSir— $1 DDTKti: 
XT— hA< FEHDRJ -efe-St^, a:3S'^'ya<^fi?«f:^P'y^7 2 3<DftlSA<tT 
iE^fz^TLfcC^^fit^Lfc.!:^. Xt^— FhcS_Hj ic-f-S (S 2 

^ FERRJ iZ-r^ (S2 4) » ftSSS^ *V ^i^X^"— hlf^T^— S» S T E H 

Xt— -h*< FHCS„HJ (Dt^, Xt— K$ FHCS_LJ IcTSo Xt— 
FHCS_LJ (Dt^. X-r— FdA_LDJ (C-T-So X-r— hA< Fd 
A_LDJ (Ot^. Xt^— rSA_LDj IZiT^o 

X-T— h;b< FSA_LDj ©t^. ilMTEK^JaS-r— ^ DDTK(7)5!H15feT 
KUX (DA : Destination Address ) i:J^*^m<DT KUX^A«-^!lLTL^S 

<D-C. Xi^— FERRJ IC-r^ (S26) „ ^LX, -Ife Lt:U^-S t M 
AC:^at*^S YNCt^— ^^fcliMACMM-efc-SA^SAV ^-^C*:)**, MAC# 
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rMAc_MNGj izL. ■€■a■e3^i:l^^:#l*X7^-^^ rTL_Hj iz-r^ (s 

2 7) o 

h;b< rMAC_MNGj -efe-S^^liM A C MM'N »:/ ^fl>i4M7?fe-i) 
to. MACMM^'V^-liSlt^R-T— ^ PMM$^J?)tL. C*L^51ST E K4iaa7^ 
— ^ DDTKiritjlCMACMM^^V^^^"::^^^'^^? 2 4^3l^o MACMM'^ 

rMAC_MNGj V&^t^. MACMM'\';;^jPffi^:^^P»V'^ 2 

jg;^-^P'y>7 2 4?!)Ne)ai*$JKfcMACMM^»V^^-T—- hlt^-r— ^ S TMM 
3bNt>. MACM^'l'^^»va'*®3|ff^S*^iE#l3^7Lf=ci:$^r^leLfci:#. 

h$ rv A L I DJ iZ-r-S (S 2 9) o — MACMM^'y^*X^— h1f^5^ 

— §rSTMMA^?>. MACMM^':/^*(c^y*^#^-r'g>, "T'Ec^b^.M A clii^l:: 

^yA<#^-r€»Ci:*5ieLf=t#. ^T-—^^ TERRJ (C-r-5) (S2 8) o 
MACMM^'i/^X-r— HIh^-T— ^ S TMMld:MACMM^»y^<'(D€-"7'<— ;U 

rTL_Hj Jill T E K«i3S7^— ^ D D T KOjimTuT K 

(S A : Source Address) ^^5!5|gg<Z)T KU:^ S!^LTL^<5A^SA^=& 

^^tmmi^. XT— TeRRJ IcL, -m.LXl^tj:l\t^lt. 
rTL_Lj IZ-r^ (S2A) o rTL_Lj (Dt^. X^— 

rv A L I DJ izir^o 

Xt— hA< rvAL I DJ 0t^. MAC^j§a)S^<0-T— ^A<*S*"T?Xt- 
— h$«J#L> MACx—$»a>S^<3)'r— Xt— TPCJ IC 
L. ;j5^(7)MAC#3g<D#5t^«f^4T3 (S2B) „ 

^7—ht< FEHDRj -Cfe^^rai*S65i'^'V^$^-rctA^^*£3i^'y^<i^ 

^ffg^—^ p EH^^I*L> X-T— hA< rMAC_MNGj -efe-S^FBlttM A C 
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-e LTh 4l£3i^»:/ ^^7— Klt^-x— a» s T E H M A cmm^*:/ ^Xt— hit 

«l-r— ^ S TMMi:. MAC^»V^*f5l*f::3fP'y^ 2 2 tffS^LfcMA C^':/^<D 
X-f— WltfSA^bs MACX^— h'lf^-T— -$1 S TMC^^fife-^-So ^ffcs 
-Gi^tbtzyf.'r— [-tMJ^-^ii^tzibl:is ilMT E K^as-r— S» D D T 

(MACv^y^tD^y^tai) 

Zd-t?!*. HCS^^x^y-i^lCd^oT. MAC^»:/^<7)H^y^^±S$^^TorL^'So 

c^^y^ (FC'^'f— ;uK> p arm:?^— ;i/Ks L E N "7 — -'U ehdr 
;UK) ^CRCti-iCL. hcSt^—' S» t-ScJt^-rSzi:l::J:oT. MA 

c ^ ^<om y ^^tt^3-r -s:^)* t: & „ 

-So PlglttJ. (a) (±L EN"7>r— ;U K<Z>5=-x'y'j7 (M A C :7 U— A:g^x 

^) , (b) [±p ARM":7<— ;uK<D^x»:/>; (ffi3S^'v^:^^x»y<7) $5^L 

118 (a) LEN:7<--;UK(D5^x'V'J7|Zli, L E N :? — ;u 

Kfil5^'*•!7>h•r'S)LEN*'!7>^^ffl^^-So LEN*'t7>^(i> MACt'— $i 

5felii4S11-^LPMC*<— (DMAC-r— ^ (MAC-r— ^1) 

2) (D^fe^^^R-r-liM-c-^^f^i'ttofct^. ^(Oij^>Y''^:^\-y-:f-r^o zH 

IZJ: y L EN^O^^^JJfitli. MAC-r— §« 1 a)f^— 'Si:g^^"^Zi:IC3£i:y . |^ 
y*<Jti:lt;h.l*^ MAC_LEN:1 (= L E N :7 — ;U Kfii+ 6 /^-T h (FC-P 

ARM • HCS7^'-;uK:glc*a^) ) t-^ir ^ifTX'&^o ^c:t% len 
*'t7>^(CfliA^MAC_LEN:g,!:-ift-r-5i:^(*. LEN:7^-;i.KlcpyA< 
JtPt^ilflJPBf L. — L EN*'t?>^(7)fitA^MAC_LEN:St— S^L^j:t^^^ 
tt, LEN-7w'-;UKlcmyA<&^i:*IJifrSo 

*fcH8 (b) l=5^-^«J:3f-> P ARM-^-f — ;U Ka)f^X'y^|Cl±, PARM 

h-r-SP ARM* '!7>5»$fflt^i>o P ARM*'!7>^(is 
MA C-r— dit5felHa^il-^L PMC*^— (DMAC-r— ^ (MACt^— ^3) (D^fe 
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;uK«ic*a^) Ji^t£^4m*^t>. *'t7>^^^^— hu. p ARMy^—juv^m 

TERRj ^?3Ej:L^i:#liP arm:7^— ;uKlc^y*«'5:i^t¥iJieTL. Xt- 
— hi^mA^ TERRj -cfe^t^ii. p arm:7^'— ;uK^i»y^a)^mt-ii?S 

tz'f—^commi^^Miii^i.xi^^zLt^mmi^. x^^— w^sm*^ terrj 
t^itFcy'(—)\^\^izm^)ti<td:i^tnm\^. -iss x^— h^^^A^ terrj 

|.jg;UflgS;b« terrj •^^cu^i:#l*EHDR:7<-;^K(ci^y*<^^^^tf|J 

»rL, X-x- h»«flgmA< FERRJ T'fcS^#l*EHDR:7^-JUKlC 

KIco^,^•cx^— *^>£cuMi^l*. HCS^x»:/'i7 5isS^A^x^— x^feofcii 
^•e fe o T M A C ^ 'V ^ic^ y A^'EC L^ ^ *|J Wf -r ^iS It -g) CI «!: A< pl^ i: 
-So -IJllTLIi. MAC:7U— A:g^x'V'57fc«fei;*£3S'^*V^:^^3:':;^lCd:-5^x 
y<7^^iiiK x^— 35:Lt?&-i>^^. H cs^x-v-^lCck-S^^-x^y^^Sm*^^ 
lz-r;KI^«i:t^o ^Pis. ca><fc^Jti:MAC'^':/^*(Di^y^^ai:^/^^fflt^-r. hcs 
^ X »y ^ (D^^lz J: o T M A C ^ »;y y ^ai 3 d i: 4» RTtlt? fe o 
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0IC^-rJ:ai3s *£3i^*y^(is iSSS^N'^/^^aMS^-TEH TYPE ^-f-^UK. 

^0)^—^ SB^^^-TEH VALUE-7 — ;U h\ *J Jct/EH VALUE:? ^ —)V K 
(Dft^^^-TEH LEN7''f-;UKlCj:oTmJ?Jc$tt. EH TYPE . EH LEN, EH 

VALUE© #:7-f— iUKA^HZ'^hlcnt-oT^yil^^t-So 

T.^—htm^^m-Q^^ ri DLEJ T*36'5>ii■a•(:I^5t^T> MAC^»y^<» 
fif^P'y^ 2 2 3b^t)mbttf=t£3S^»y^'liS'^t^T'— PEHA<^^T*fe^<!:^ 
(i. ;^T— rEH_TLj icu. •ta'^^ft^i:^!*^®:^^^- W^iSl^t-'S 

(S 3 1 ) o 

X^— hA« rEH_TLj tf&^t^OMAC-r— ^f*, JfeSi'^'V ^(©^^^3 

A C-r— ^(©Bt-^-fblcK-^-S-r— ^IJ&'S TDownstream Privacyj , MACt^— 

ffi$iL^J|£IPi^*Rrtfelct-§^tn?fcSPHS (Pay load Header Suppression) 
tm-^^izf—^-^t^^ roownstream PHSj , J: t;S£35^*y ^^ffi««> -Steele 
^ffi^tt-S TNu I I J "^fe^o m 1 li rOownstream Privacyj "efc-SjfeSi^ 

Xt— rEH_TLj T*fe^i:#> MAC-r— ^A^±IB3Slia>tN-r;K*^ 
^^LTl^'5i:#l*s XT'— rEH_VALj l::L. il 
STEKM-r— ^DDTKIz^y;!)<fe-Si:JpilfTL, Xt^— Terrj i::-r 

(S 3 2) o 

X-x— h)£)< rEH_VALj <Ot^^ ttSi^'V^A^ TDownstr earn Privacyj 1? 
fe^li^l* (S3 3) . -^P h3;KD/<— i?3 >$-5^'#"VersiorTr— ^ (Protoco 
I Version Number) <DfiS*«0 x O 1 trJEj:LMi^-\;>. EH VALUE:? 
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■r— ^tf&'SReserved-r— ^©IIA^O x O Ot?^fL>Ji#. oiiST E KimS-r— ^ 
DDTKlzmy}i3<&^tmmi^Xs X-r— TerRJ iz-t^ (S34. S3 

5) o 

^oVtj:l\t^lt. EH VALUED 'r-;uWS^t?fe^*^SA^^5i^t-i> (S3 

6) „ CC:-e<D«tSIi, EH LEN:7 ^' -;u KOJflS^* 't? > h-r-SEH LEN*'t7>^lz 
JcoT^T^o ■rt£t>-l=>s EH LEN*'t7>^(Z)fi*<. EH LEN:7-f — ;U K(0<ii:-StL 

Ka>^1^-efe^35)^SA'^^fii^^^ (S3 7) „ M^-:/^feS 

If ^ p E H LTfT a o v^y^ — ;u Ktoe^-e fe^ t ^ i*. 

*fe3S^*y^a>fS<Jf*<iE®lc3^TLfct*iJBfL. ;^i^-h$ r i d L Ej (z-r^o 
■€-3-C'^fUi:#(*. X^— rEH_TLj (C-T'So 

— hlSffi, 51® T E K«iS-T— ^ DDT KlC^y A^fe-S il^llESf Lfdi^tDX^ — 

$ITX^- Kli^^. hlt^f^-' S T E H i: LTM A Cv^;; 

^f^^-^oy<7 2 2'^ai:*i-r'S)o 

<MACMM^'y^jS*f> 

MACMM^':/^*f!l^':^^P'y^ 2 4l±. 513iT E K^iaS-r— ^ D D T Kc}3(CM 
ACMM^'y^*<#l£t''51i^^ C(Z)MACMM'^'y5*'<D®*f*1t^o ^Prit^WC: 

Its MACMM^';/^<D#-7-f — ;uK^5l2fe^x»y'> < — ;u K(Dt^— ^ 

m^efe^o ®13(::fclNr. DAIijlMTEK^aaT^— ^DDTK<7>2Hi 
5feT KL/X:7-f — ;U h\ S AttilMTEKiaiST^— ^ DDTKfl>ilHi5cT KUX 
•7^_;H.\ Msg L ENIiMACMM<D-r— ^:g:?-f — DS API* I S 
O 8 8 O 2 - 2 izmmLtz L L C^HI^feT K UXtH-T > h ^^-T "7 -f — ;b h\ S 
SAPl*ISO8802-2 IZ^SftLfc L L CjIHItcT KUX^H-f > H^^'t'^ 
^ Control lil SO8802-3 icSttaUtcUnnumberd U— A-7 
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^— ;Uh\ Versionl*MACMM(D/^— i?3>$5^-r7-<— ;i/K, TypeliMACM 
M(OUM^^ir-y ^—}\^[^^ RSVDIiMAC Management Payload^S 2lf hi^ 
^±lZ^Wiir^tzib(OV-^—Zf^—'^y^—)^\^> MAC Management PayloadliM 
ACMMtOHir— ^ •^'f — ;u CRCliD aA^p>MAC Management Payload^t? 

Xt^— h;b^*0»Jtfe^-^&i> riDLEj t^&^m'^lz^i^x. MAC^^:f^m 

■St^I*. X-T— h$ rMSGL_Hj I=Lh ■?-3"T?^Pt>i:^l*-€'a>X-T— 

^^■r^ (S4 1) o 

rMSGL_Hj a)<!:^. g1tLfcjl3lT EK^Sx-'^' d d t k 
©jIHItcTKUX (SA) i:®5(5^Ma)T KUX^^Jt^U. -S!^L•tt^-5 <!: # 

FERRJ iC-r^-:^. -SCL-Cl^^i:t^i:#(*> X-r— rMSGL_Lj fZ 
(S 4 2) „ 

;^-T— h*< rMSGL_LJ 0t^. FDSAPJ iC-T-So 7.7— 

h*< TdSAPJ (7>t#. JligT EKiiaS-x— ^ D D T KOMA^O X 0 0T?&^ 

t^it. x-r— rssAPj icL. ■ea•e^f:^^t#^*. igSTEK^S-x— 

^ DDTKl*^^T?fc-Si:¥lJt@TL. XT— TeRRJ fC-T-S (S43) «. 

T.'f-'hi)^ rsSAPJ (Oi:^. J1I1TEK5QS-T— ^DDTKCDfilA^O x O 
Otjas-St^Ii. >^T— rcONTROLj icU. -^atf^irt^ir^tt. 
TEKMSt^— ^DDTKli^F^^jr-T^— ^-Cfc-Si:i|£iJBfL. Xt— Ter 
RJ (--r-S (S4 4) „ 

X-f— rcONTROLj <7)i^. jllgT E K^JJISt^— ^ D D T K(Cjii7!)< 
0 X O 3-t?&§i:#l4. X-T— rvERS I ONj CiL. ^9■eJ5:l^^: #1*. 
igSTEKilBST^—^DDTKIi^p^^irT*— ^-efc-St^lJBfL, Xt— Te 
RRJ iZ-r-S (S 4 5) „ 

X-r— TVERS I ONj <0t^. gST E K^St^— ^ D D T K(Dfii*^ 
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0 X 0 1 *fcl*0 X O 2t?fc-5i:#Ii. 7.7— FtYPEJ izL. ^O^^ 
L^i:#I*. jlMT E K^ffla-r— $i D D T Kli^l^^Jfe-r— t?&-S>i:*>Jllf Xt" 
— TeRRJ |Z-r<& (S46) „ 

XT—htl^ TTYPEJ 0t^. Xt^— h$ FRSVDJ IZ^t^o ^LT. 
Tr_|.;f,< TrsVDJ <Dt^. MACMM's»y^^«f*«iE^fCi^7Lfc<!:J^J®fL 
Ts Xt— ri DLEJ IZir^o 

Ca)$Sm. MACMM^'y^*^^::^P':/'j7 2 41*. M ACMM^'y^*a)=§•37^' 
— Ka);^T— hlf^. ilST E KftiaT— 5t d d t Kici^y *^fe^ifijiiLfc 

^JBf Lt=Ji^05jE;^S!8|TXT— hlH^^s M A C MM^ ^X-r— hit ^7^— ■$» 
S TMMi: LTMA CN-z^pi^-^P 'y>7 2 2'-vai*-r'5o 

MAC^«y^<5?«f:^P'y'i7 22. 2 3fcJ:t;MACM 

M's»i/^^;Bf:?P -;>7 2 4(0^31**. oT. «f P 2 OO^iSA^^IT 

EK^iST^— ^ DDTKi:A^ Ig-^^fP'y^ 3 0|Cjilt)*lS„ 
<^-^3fP':/<7> 

— ^ DDTKfcJ:t;fMACXT— h-ttM-X— TMC$A*i:L, jISTEK 
DDT K^=fcL^T. t^— $1 <D^Stt«mfl)f=to-l2 >^ -ISMft'Jt? D E 
S (Data Encryption Standard) iz^^jVlB^it^^tz^^ACD^—'^lZ'Ol^xm.^ 
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■€■(0^, ^•^«ia:?P'V^ 3 5(:Ifct^r. m2a>IS[-^4!!ia*f^-T— ^» DD 2fc 
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